SCAN Corrective Actions (CAPASs)
Completion Training

By SCAN Program Management Team
April 2025

Disclaimer: This training makes no claim or warranty that the recipient is security compliant in
any other private or public domain.




Training Course Overview

» Access to Your SCAN CAPA Task

» Actions to Take Before Working on SCAN CAPASs
« Unacceptable CAPA Responses

« CAPAs Reopened and Reassigned

« SCAN Audit Cadence and Report Validity
 CAPA Timelines and Notifications

« Additional Recommended Resources

*Please note: This training is applicable to all SCAN external
(onsite/immersive) audits where CAPAs have been assigned.




Access to Your SCAN CAPA Task
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Activate Your Account in Connect Screen Supplier

CAPA ACTION: SCAN has updated the required activities for Test - ABC IN8M47260GTE for the completed SCAN Security Audit (Onsite) assessment [TC6187737]

. . Repl 5 Reply All F d
SCAN <scan@scrisksolutions.com= <3 Reply <) Reply —» Forwan [T 1]
To Tue 11/21/2023
——
> -

i

Dear Test - ABC,

Congratulations on successfully completing the SCAR Security Audit recently! Pleaze note Comrective and Preventative Actions (CAPAS) have been assigned to
vou today according to the provided responses in the audit report. The audit report is now also available for review but to download it you will need to complete all CAPAs
first in the Connect SCREEN System (CSS). Please follow link Where to Review Audit Report for steps of reviwing your report.

Your Action:

Create Accountfo activate your account in CSS system, the username is always your email address. Please use Google Chrome or Microsoft Edge to avoid problems
accessing this system. Click followihg link for instructions on How to Activate Your Account in CSS. IT vou want to review information in C5S system in local l[anaguage, please
follow this link! How to Changel|s

* Please click on the link

Welcome | @gmail.com After the audit gets completed by the
Paszswords must meet the following reguirements. aud it fi rm’ you Wi |I receive a CAPA
B e e - A Action notification from SCAN within

= it beast one kower case letter [a-7]
= A beast one numenc [0-9)

e . e s e R 17 days, and you will have the
access to your online audit report and
the assigned corrective actions in the

T system by that time.

=  Password should be minimum 8 characters. in length




Access to Your CAPA Task

' smn 9 % (7] e iggcom ™ 3]

Test - ABC
8

===

‘I~ Excel Export » Clear Fiters [ Colurns

Pending Activities

Location Task Ty.. Task St_..ﬂ
— L v
ype here all Mew, Ac

Action = Task Status = Report = Business Partner = Location Audit

= Complete CAPA Active Report Test - ABC Test - ABC SCAl




Actions to be Taken
Before Working on SCAN CAPAs




Select Language Preference

Thirteen languages are available for SCAN Audit, CAPA templates, and guidance in the system.
Follow the steps in the screenshots below to change the system language as needed.

9 Q e e @gg.com ~
My Account
My Account @qq.com
Change Password tings

First Name

Language
English

-

Select

Spanish

Chinese (Simplified)

Last Name
Type here

=)
=

Available Languages
English (by default)
Spanish

Chinese (Simplified and Traditional)
French

German

Japanese

Russian

Italian

Polish

Portuguese

Turkish

Viethamese




Select Language Preference

Why is it necessary to change the system language to the local one you’re speaking?

1. It allows you to review the assigned corrective actions, guidance, and the report information
in the preferred language.

2. You can provide your CAPA comments in the selected language in the system, such as your
local language; the system will automatically generate translations in English based on your
submitted comments in the CAPA report.

*SCAN does not accept non-English
CAPA comments in your CAPA report.

® ® Already implemented Comments: S 7 AR Fit A HI4E Thus, DO NOT FORGET to change the
PREK: SRER—R; ZEM0NFH

® Will implement K k538 )eem geimep| System language to the one you will
Will not implement/ will ot complywith | g4 FEGEARMS. WA 8| use before submitting your CAPAs.
corrective action request M. AACIBIR. ;Igagﬁg;}g;@:
Expected Answered 7 LRI REAAMER, sB198%
| & | IrEREEEAE AN
Unacceptable non-English CAPA B, BB ENTREAIEEE
comments. % i, HEESE5- 208t ENE

BAERH TP, RLEEGRAENZL
I T{ERTEE,




Key Information and Guidance

v' CAPA — To indicate what necessary information is required on how you have implemented the
process, or how you will implement the concerned process.

v' CAPA Guidance — To provide you with the SCAN minimum standard criteria that you must follow
and implement, if you want to get full compliance for this question.

Question Category < Cyber and Information Technology S ¥ >

Status Comments
. Questions ) _"”_,1_ n Attachment Select

22 MAretest scenarios conducted to identify open ports @ Already implemented Type comments
and |P addresses that create vulnerable access to -
the internal network? Will implement

Will not implement/ will not comply with /CO m m en tS -_—
Assigned Due Status O corrective action request
Mandatorily

2023/02/22 2023/04/23 CAPA in Progress
CAPA{Include in your cybersecurity policy to implement test scenaria’s to identify .
cyber security risks. req u I red
.
- [T you have already implemented, please describe in the comment section when and ‘/ .
how you completed the corrective action or implemented the process. Please attach O p t I O n S -

a photo of the process with the title and description of document.

Comments Require; - I you will implement, please provide your corrective action plan and the timeline M an d at O r | I y

Attachment Required (future date) for complation and implementation of the process in the comment

section. req u I red .

CAPA Guidance]The policy must include at a minimum: explanation of vulnerability \/

tests; who conducts tests; frequency of tests; steps 1o resolve any gaps/vulnerabilities Ad d Att aC h I I l e n t - It
identified from testing. d d th t
Comments section must include actions completed or to be taken. If attaching a p q

document, please explain which page will be the start of your process. C I aSSIfI Catl 0 n an d yo u r

CAUTION: Selecting option "Will not implement/ will not comply with corrective action Se I eCtI O n
request” is indicating that you acknowledge that your final score for this question will .

lose points and may be negatively viewed by SCAN Members.

Add Attachment




Key Information and Guidance

Definition for the CAPA Option

1.

Already Implemented - Select it when you have completed the corrective action, and the
evidence of completion/ implementation is available for uploading. Only CAPA with this option
selected and accepted by SCAN will ensure you a full score for that question, and the post-
CAPA score will improve.

Will Implement - Select it when you only have a corrective action plan and a future date of
completion/implementation. Usually, when you need longer time beyond 60 days to rectify the
ISsue, you can select this option if available.

Acknowledged - Will consider implementation in future. This options applies to best
practices, which may become a requirement in the future. Selecting this option allows you to
defer commitment to implementation.

Will not implement/will not comply with corrective action request — Select it when you
REFUSE to complete the corrective action. Failure to meet this requirement will negatively
affect the overall audit score and shorten the interval until the next audit request.



Key Information and Guidance

Question Classification

The CAPA options change with the question classifications, which means each question may have
different options. The SCAN questions are classified as Critical, Must, and Material.

* Already implemented

* Will not implement — will not comply
with the corrective action request

\

Recommended Options:

Already Implemented

v Provide descriptions of the
implemented corrective action,
and a past date when it was
completed.

v Attach relevant supporting
documentation.

* Already implemented
» Will implement

* Will not implement — will not comply with the
corrective action request

N

Recommended Options:

Already Implemented

v" Provide descriptions of the implemented
corrective action, and a past date when it
was completed.

v Attach relevant supporting documentation.

Will Implement
v" Provide descriptions of the corrective action
plan and a future implementation date.

* Already implemented

» Acknowledged — will consider
implementation in future

N

Recommended Options:

Already Implemented

v" Provide descriptions of the implemented
corrective action, and a past date when it
was completed.

v Attach relevant supporting
documentation.

Acknowledged
v' Acknowledge the request without taking
any action currently.



Due indicates the deadline you must

Additional Information complete the CAPA submission.

Status
Questions
22 Are test scenarios conducted to identify open ports . .
and IP addresses that create vulnerable access to PreVI ous ReS p onse.
the internal network? Click on the timer icon, a pop-up window will be
assigned Due e 5 opened and displaying the auditor's original
A e e comments in the audit report. If you previously
CAPA: Include in your cybersecurity policy to implement test scenario’s to identify Submitted a CAPA but got reopened and
cyber security risks. . .
- IT you have already implemented, please describe in the comment section when an I’eaSSIgned by SCAN, yOU can view a” your
how you completed the corrective action or implemented the process. Please attach 1 1 !
) a photo of the process with the title and description of document. earller CAPA Comments along Wlth SCAN S
Comments Requised - If you will implement, please provide your corrective action plan and the timeline "Reopen Comments."
Attachment Required (future date) for completion and implementation of the process in the comment
section.

These previous responses are intended to help
l you understand the specific areas that require

The Color Bar indicates the improvement for the question in concern.

mandatory information

required before submitting a Previous Response

CAPA.

Due indicates the deadline by Audit/CAPA Options Commente
WhICh the CAPA SmeISSIOn Assigned Due Subrmitted No vulnerability tests are conducted

must be completed. 2023/02/22 2023/04/08 2023/02/22




Key Information and Guidance

Reminders

* Regardless of the question classification, an attachment will be mandatorily required when
“‘Already Implemented” is selected by you. It's highly recommended if you have completed the
corrective actions and the evidence is available, select this option to obtain full score.

« DO NOT select the option “Will not implement — will not comply with corrective action request”.
Refusing to comply with the requests may be negatively viewed by the SCAN members. This
indicates that you acknowledge your final score for this question will be reduced. More importantly,
it may negatively affect your report's validity, making it ineligible for the two-year audit cadence.

* When submitting an attachment of a written procedure, upload only the page(s) containing the
required processes. Avoid uploading just the cover page or the entire procedure document.

« DO NOT include any retailer (importer) company name in your CAPA comments or attachments.
SCAN is an audit sharing platform so it’s crucial to keep the confidentiality of your customer
information, whether it's a SCAN member or not.




Unacceptable CAPA Responses
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Unacceptable CAPA Responses

®© Discrepancies Among Options, Comments, Attachments

In below scenario, factory selected the option “Already Implemented” but only provided a
corrective action plan and a future date in the comments box. SCAN reopened and
reassigned the CAPA to the factory due to the discrepancies between the selection and
comments.

22 Aretest scenarios conducted to identify open ports @ Already implemented Unacceptable comments:
and IP addresses that create vulnerable access to

i rk? Will implement
VI foteroat fetiosk: We will conduct test scenarios to identify open ports and IP addresses that create

Will not implement/ will not comply with vulnerable access to the internal network, and it will be implemented from 1/1/2025
Assigned Due Status corrective action request

L
2023/02/22 2023/04/23 CAPA in Progress O

CAPA: Include in your cybersecurity policy to implement test scenario’s to identify
cyber security risks

- If you have already implemented, please describe in the comment section when and
how you completed the corrective action or implemented the process. Please attach
a photo of the process with the title and description of document.

- If you will implement, please provide your corrective action plan and the timeline
(future date) for completion and implementation of the process in the comment
section.




Unacceptable CAPA Responses

® Missing the date of implementation for CAPA (corrective and preventative action).
® Missing future date of completion for CAP (corrective action plan).

In below scenario, factory selected the option “Already Implemented” but a past date of
Implementation is not provided in the comments box. SCAN reopened and reassigned
the CAPA to the factory requesting them to add a past date in the comments box to
confirm the corrective action has already been taken and completed.

36 While in the facility's control are containers stored (®) Already implemented All containers before loading are stored in a fenced area with CCTV and security staff
in a secured manner whether on-site or off-site? monitored.

(Select all that apply) Please attach photo of each Will not implement/ will not comply with
applicable area corrective action request

Assigned Due Status O
L
2023/02/22 2023/04/23 CAPA in Progress

CAPA: Establish a policy to secure and control any containers stored while in the
control of the Tacility.

Please provide summary as evidence of when and how the corrective action was
completed/ implemented in the comments section. Please attach a photo of the
process with the title and description of document.




Unacceptable CAPA Responses

® Uploaded attachment is NOT in English, and NO clear descriptions of the procedure or
corrective actions provided in comments box.

Example: A factory added an attachment and it's a copy of a written procedure. In the comments box,
factory simply commented “Already Implemented. See attached”, but the attached procedure was in

Viethamese.

SCAN reopened and reassigned the CAPA to the factory, requesting them to provide a description of
the relevant processes and actions taken in English within the comments box for further review.

39  Isthere a documented, comprehensive inspection @ Already implemented Already implemented. See attached
of a trailer/container conducted prior to loading of

the container? (Select all that apply) Will not implement/ will not comply

with corrective action request

Assigned Due Status
2023/02/22 2023/04/23 CAPA in

Mai so: LF-AN-42

CAPA: Establish a written policy to document t Lan ban hanh: 03

i i CHUGNG TRINH AN NINH C-TPAT
the trailer/container. Neay hiéu hee'18/11/2024

Please provide summary of when and how the

action was completed/ implemented in the con P C LO HO _ _ ]
Please also upload a copy of a blank checklist : QUAN LI VA CACH KHAC PHUC LO HONG AN NINH MANG

one for review. ) o
1. Khic phuc 16 hong: Pinh nghia va pham vi

Pluén ban: A/2

CAPA Guidance: The procedure must include at  __ . - .
- checklist can be either paper or electronic

- size of container Déu tién, ching t6i phat hién cac 16 héng "an" bing nhidu phrong phéap khac nhau, sau dé khic Frocedur. pdf [

phuc chning. ngin chan cac moi de doa mang tiém an khai thac chuing.

Khic phue 16 héng bao mat bao gdbm moi tai san k¥ thuat sé trong mang ctia nha méy. bao gdm may
chni. co s& dit liéu. vmg dung phan mém va tai khoan nguéi ding. Bat ky thit gi ¢6 thé bi khai thac
dé truy cap trai phép hodc gay ra thiét hai déu duoc xem xét dé khic phue.



CAPAs Reopened and Reassigned
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CAPAs Reopened and Reassigned

According to the process, SCAN will review your CAPAs and notify you within 10 days whether furthe
action, or a new round of CAPA is required or not. If any CAPAs are reopened, you will receive a new
CAPA Action Notification from SCAN.

We need your serious attentions to following guidance in such situation:

v" To complete the new round of CAPAs efficiently, in addition to reviewing the CAPA guidance
carefully, please review the "Reopen Comments" provided by SCAN on the CAPA page. These
comments will outline what specific information are still needed for an acceptable CAPA.

v' DO NOT submit the same responses which you previously submitted. If you are unable to
complete and have any assigned CAPAs approved by SCAN within three rounds, those will be
rejected, and your final audit report may be ineligible for the two-year audit cadence.

Status ~ Comments
Questions Options

S Has the audited location recently (within the last (@) Already implemented We have completed the SCAN Factory and Supplier Training on
60 days) participated in the free SCAN Factory and 2023/11/20
| not implement/ will not comply with
Supplier Traming provided in advance of this Audit? Wil

corrective action request
Assigned Due Status @
2023/M/28 20231215 CAPA in Progress

CAPA: The training material had been sent to you, please complete the
training and upload certificate for review.

) *** Reopen Comm ents: Your commments were in Chinese, please describe

your corrective action in English for review.

CAPA Guidance: If the audited location had not particiapted the training,
leadership should follow the link

“https//scnsksolutions zendesk.com/he/en-
us/articles/4602286708627-SCAN-Factory-and-Supplier-Online-
Traming® to enroll the training and complete it



SCAN Audit Cadence and Report Validity



Audit Cadence and Report Validity
SCAN Security Audit Cadence and Report Validity

The SCAN onsite/immersive audit is valid for one year. To qualify for a 2-year audit
cadence, the following criteria must be met:

« A compliance score of 95% or higher, with all Corrective Actions addressed and
approved by SCAN; or

» A compliance score between 85% and 94%, provided the country security risk is Low,
Guarded, or Elevated, and all Corrective Actions are addressed and approved by
SCAN

» In addition to either of the above requirements, 12 months from the day the audit was
conducted, the facility must complete a SCAN self-audit assigned by SCAN PMT.

Please note: Addressing the corrective actions means that your submitted CAPA responses
have been accepted and approved by SCAN. These responses may include a corrective action
plan or descriptions for completed corrective actions. Please refer to the key information and
guidance provided in previous sessions to make proper decisions what you need to provide for
concerned CAPA question.




Audit Cadence and Report Validity

Regardless of your original audit compliance score and the country security risk rating, when any of
the assigned corrective actions are not addressed and accepted by SCAN, your audit report will not
be eligible for two years’ cadence in SCAN system.

The following circumstances are considered CAPA NOT addressed, and your audit report will be
valid for one year. The audit report will also be tagged with sub status “CAPAs: No responses —
Closed”, or “CAPAs: Partially addressed - Closed” in the system.

CAPAs: No responses —
Closed

CAPAs: Partially addressed — Closed

* No assigned corrective actions * One or above corrective actions are rejected by SCAN due to factory not
are ever completed and submitting proper and sufficient responses after three (3) CAPA rounds.
submitted in the system. - Option “Will not implement — will not comply with corrective action request”

is selected for one or above corrective actions due to factory refusing to
improve the non-compliant issues.




CAPA Timelines and Notifications
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CAPA Timelines and Notifications

v

v

You can expect an the initial “CAPA Action” Notification from SCAN within 17 days after audit day.

Upon receiving the initial "CAPA Action" notification, you are expected to log into the system for
acknowledgement, then complete the assigned CAPAs within 60 days. There will be additional six automatic
CAPA reminders sent to you on 5, 10, 15, 30, 45, and 60-day mark until CAPAs are all completed. SCAN
members are blind copied in the last two CAPA reminders.

After receiving your submitted CAPAs, SCAN PMT would review the responses within 10 days and
determine whether to accept, reopen, or reject the CAPA responses based on SCAN CAPA requirements.

In the situation that the submitted CAPAs are reopened due to insufficient responses, you will have at least 14
days to complete the new CAPA round.

You are expected to complete all SCAN CAPAs within three CAPA rounds. Once all CAPAs are closed,
SCAN PMT will update the audit status to “Reviewed” in the system. A “CAPA Completed” notification will be
sent to you notifying the final status of each closed CAPA, such as accepted, rejected, or cancelled.



Additional Recommended Resources
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Additional Recommended Resources

The following are recommended links to some useful articles and guidance you
may find helpful:

« SCAN CAPA Submission in Connect Screen - Technical Steps
« SCAN Supplier and Factory Training Registration Guide
 Review and Download SCAN Audit Report

« Cannot Find My CAPA Task in Connect Screen

 SCAN Association Website — Vendor/ Location Page



https://scrisksolutions.zendesk.com/hc/en-us/articles/4403700785811-Guidance-on-How-to-Complete-SCAN-CAPA-%E5%AE%8C%E6%88%90SCAN-CAPA%E6%95%B4%E6%94%B9%E6%8E%AA%E6%96%BD%E6%93%8D%E4%BD%9C%E6%8C%87%E5%8D%97
https://scrisksolutions.zendesk.com/hc/en-us/articles/34831843732115-SCAN-Factory-and-Supplier-Training-Registration-Guide-%E5%A6%82%E4%BD%95%E6%B3%A8%E5%86%8C%E5%B9%B6%E5%AE%8C%E6%88%90SCAN%E5%B7%A5%E5%8E%82%E4%BB%A5%E5%8F%8A%E4%BE%9B%E5%BA%94%E5%95%86%E7%BA%BF%E4%B8%8A%E5%9F%B9%E8%AE%AD
https://scrisksolutions.zendesk.com/hc/en-us/articles/4403681174163-SCAN-Review-and-Download-SCAN-Report-%E6%9F%A5%E7%9C%8B%E4%BB%A5%E5%8F%8A%E4%B8%8B%E8%BD%BDSCAN%E5%AE%A1%E6%A0%B8%E6%8A%A5%E5%91%8A
https://scrisksolutions.zendesk.com/hc/en-us/articles/4403709815443-Cannot-Find-CAPA-Task-in-Connect-SCREEN-%E6%97%A0%E6%B3%95%E6%9F%A5%E7%9C%8BCAPA%E4%BB%BB%E5%8A%A1
https://www.scanassociation.com/suppliers-vendors/

Thank you

If there are any questions, please contact SCAN@scrisksolutions.com.



mailto:SCAN@scrisksolutions.com
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