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4p huan danh cho nha cung cap SCAN -

Uy Ban Xuat X&* Nwéc Ngoai SCAN & Doi Ngii Quan Ly Chwong Trinh SCAN

Thang 3 2025

Tuyén bé tir chéi trach nhiém: Khéa ddo tao ndy khéng duwa ra tuyén bé hodc bdo dém rang ngudri nhén
théng tin chuwong trinh tép huén sé tudn thu cdc yéu cdu bdo mét trong bét ky linh vue tw nhdn hay céng
cong nao.




Noi dung Khoa hoc

Tai sao danh gia rui ro la quan trong
Banh gia rui ro 1a gi

Cach thyc hién danh gia rui ro

Tiéu chi SCAN vé danh gia rai ro

Vi du cua bao cao danh gia ruai ro
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Tai sao danh gia rui ro la quan tron
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Tai sao danh gia rui ro la quan trong

> Quy trinh danh gid rdi ro vd cling quan trong vi nd gitp cdc Déi Tac Kinh Doanh hiéu rd
chudi cung &ng clia ho, xac dinh nhi*rng diém dé tén thuong trong chudi cung trng d4,
va quyét dinh cich gidm thiéu cac rui ro d3 duoc nhan dién.

> TUr goc dd thuc tién va phan tich, ty 1& khéng tuan thd cao trong danh gia rui ro d3
duoc quan sat trong qua trinh kiém tra va nhirng cai tién dugc thuc hién trong quy
trinh CAPA. Dao tao vé chd dé nay sé gilp cai thién viéc tuan thu.

» Trong s6 nam cau hoi hang dau cd cau tra |oi sai, hai cdu hoi dau tién thudc danh muc
danh gia rui ro.

Q# Danh muc ciu héi Cau hoi

Danh gid rdi ro tai co s& co dwgc chia sé vai cac doi tac kinh doanh va
8 Danhgiaruiro nha thau khéng?

Xac dinh ké hoach &ng phé khing hoang cda co sé. (Chon tat cd nhirng
12 Pdnh gid rdiro muc phu hop)
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Panh gia rui ro la gi

Danh gia rhi ro bao gdm viéc phan tich cdc mai de doa bén ngoai ddi véi cac quy trinh ctia cong ty nham xac
dinh nhirng diém dé tén thwong, cling nhw cac quy trinh cé thé dwoc thwe hién hodc cai tién dé giam thiéu
rai ro dé. Tat ca cac chudi cung irng qudc té nén dwoc danh gia, bao gom ca cac doi tac kinh doanh truc tiép
va gian tiép.

Danh gia rdi ro cling nén

. o bao gbm cach céc quy
DBanh gia rui ro bao trinh an ninh sé& bj anh

gdm nhiéu thanh hudng bdi thién tai va
phan, bao gbm tham hoa do con nguoi

Danh gia rdi ro bao gém
viéc dam bao (thong qua
cai tién quy trinh, dao

tao lai, lam viéc vdi cac
ddi tac kinh doanh...)

rang cac van dé duoc xac |
dinh thong qua phan tich
va kiém tra 1a diém dé
tén thudng sé dugc xt ly
thanh cong.

Ghi chu:

Cong nghé dat tien khong phai 1a bat budc, vi cudi cling an ninh phu thudc vao y&u t6 con ngudi. Day 1a ly do tai sao viéc sang loc nhan

su hiéu qua va dao tao vé an ninh 13 nhitng van dé quan trong.

gay ra, dé bao gdbm cach
cac hé thdng dy phong sé
giai quyét nhirng diém dé
tén thudng nay. Nhirng
van dé nay bao gdbm mat
dién, cac hién tugng thoi
tiét nhw bdo, dong dat, bat
on dan sy, va cac sy kién
khding bé.
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Panh gia rui ro la gi

Danh gia moi de doa lién quan dén viéc xac dinh cdc mdi de doa d6i v&i chudi cung &ng ton tai trong mot
qudc gia hodc khu viee, nam ngoai sy kiém sodt ca nha mdy hodc md hinh kinh doanh cla nha may.

Danh gia moi de doa: Danh gid vé su hién dién cda téi pham hodc khidng bd trong mot khu vue phap ly
dwoec tich hop vai danh gia cdc muc tiéu tiém nang cta su hién dién dé va mot tuyén bé vé kha nang toi
pham hodc khdng bé sé thuc hién hanh vi vi pham phap luat. Danh gid nay tap trung vao co hdi, kha
ndng va sy san sang cla toi pham hodc khing b8 dé thuc hién maéi de doa.

1 - RGi ro thdp — Khéng co hoat ddng gan day/théng tin tinh bao.

2 - RUi ro trung binh — Khéng cé su cd gan day/mot sé thdng tin tinh bdo vé hoat dong cé thé xay ra.

3 - RUi ro cao — Cac su cd gan day va thong tin tinh bdo.
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Panh gia rui ro la gl
Danh gia diém dé ton thwong lién quan dén viéc xac dinh nhitng diém yé&u trong cac quy trinh an ninh va

chudi cung &rng clia mot cong ty, cé thé bi loi dung bdi cac t6 chirc khliing bé va tdi pham khac d3 duorc
nhan dién trong Danh Gid Maoi De Doa.

v’ Cac cudc kiém todn ndi bd va danh gia an ninh cé thé 1a cdng cu quan trong dé xac dinh cac diém dé tén
thuwong. Vi du, mét cudc kiém todn ndi bd cla chinh cdng ty (chang han nhu kiém todn ndi bo trong qud
trinh xem xét h6 so an ninh hang ndm, bang cau hdi an ninh va cac chuyén tham co s& dwoc thyc hién
trong quad trinh sang loc ddi tac kinh doanh) cé thé dwoc dwa vao danh gia téng thé vé diém dé tén
thwong. Cac hanh dong khac phuc dua trén cac phat hién tir kiEm toan ndi bd va danh giad déi tac kinh
doanh cd thé duoc trién khai nhw mét phan cta k& hoach hanh déng.




Panh gia rui ro la gi

K& hoach hanh déng bao gdm viéc 1ay cac diém dé ton thuwong da duoc xac dinh va ghi nhan dé phat
trién va thuc hién cac quy trinh va/hodc cai ti€n nham giam thiéu nhitng diém dé tén thuong do.

v’ Kiém toan 1a mot quy trinh danh gia dinh ky duoc ghi nhan nham dam bao cac quy trinh ma cong
ty d3 thiét 1ap dang duoc thye hién va tuan thd dang cach, nhw mot phan cda cac quy trinh
thudng ngay. Pong thoi, cadc hé so dwoc hoan thién va lwu trir ddng cach. Cac cudc kiém todn cd
thé phat hién ra cdc diém yéu trong an ninh, tuy nhién, chiing khdng thay thé ma thay vao dé,
ting cwdng Danh Gia Piém Dé Tén Thwong clia cong ty.

4

e x L La A o e Bao gdm cac dia diém thay thé néu
Puoc viét va ghi nhan Bao gom viéc giao tiép véi doi tac B AR y
co sO khong thé st dung duoc
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Cach thuc hién danh gia rui ro
-Nam budc danh gia rui ro
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Nam budc danh gia rui ro

Cac thanh phan cdia ndm budc danh gia rdi ro

1. LAp ban db lwu chuyén hang hda va xac dinh cac déi tac kinh doanh (ca truc ti€p va gian tiép)
2. Thuc hién danh gia moi de doa

3. Thyc hién danh gid diém dé tén thuong

4. Chuan bi k& hoach hanh déng

5. Ghi nhan quy trinh danh gia rui ro

*Vui long nhan vao day HERE dé biét thém chi tiét va thong tin vé Hwéng dan ndm buéc danh
gia rui ro

Cdc ddnh gid rdi ro dugc mé té dwdi déy chi mang tinh hwdng dan, va tat cd cdc céng ty nén
thiét IGp mét quy trinh pht hop vdi nhu cdu cia mé hinh kinh doanh cta ho, thay vi chi don gian
dp dung mét mé hinh dwoc cung cdp bén ngodai. Cdac Béi Tdc CTPAT phdi thuc hién ddnh gid rai
ro it nhd@t moéi ném mét lén dé duy tri trong chuong trinh CTPAT.



https://www.cbp.gov/sites/default/files/assets/documents/2022-May/5%20-%20Step%20Risk%20Assessment.pdf
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Nam budc danh gia rui ro

m_

Lap ban d6 Iwu chuyén
hang hda va xac dinh cac
déi tac kinh doanh

2 Thuc hién danh gia mai
de doa
3 Thyc hién danh gia diém

dé tén thwong

Xac dinh TAT CA cac bén lién quan trong cac quy trinh sau:
1. Mua sdm/Cung *ng

2. San xuat

3. Bdéng goi

4. Lwu triy

5. Xép d& hang hoa

6. Van chuyén

7. Chuan bj tai liéu

Xac dinh va danh gid mirc d6 rii ro de doa (thap, trung binh,
cao) d&i véi quéc gia va khu viee cho mbi chudi cung ing quéc
té, s&r dung cac yéu t6 sau (it nhat): Khiing bé (chinh tri, sinh
hoc, nong nghiép, mang), Buon lau hang héa, Buén nguoi, Toi
pham cd t8 chirc, Cac diéu kién lam ting cdc mdi de doa trén.

DGi véi tat ca cac dai tac kinh doanh trong chubi cung rng quéc
té (hop dong truc ti€p hodc thau phu):

1. Xac dinh quy trinh chirc nang cong viéc ma ho thyc hién.

2. Xac minh céc d6i tdc ddp (rng cac tiéu chi an ninh tdi thiéu ap
dung.

3. Panh gid mirc d6 tudn thd cda d6i tac (thap, trung binh, cao).

1. Yéu cau thong tin tir cac doi tac chudi cung tng

2. Xem xét tai liéu (Van don, ban ké khai, hoa don, v.v.)

3. Xac dinh 16 trinh tir cac chuyé&n tham co s&/kiém toan chudi cung
ng.

1. Didu tra bang cach sir dung théng tin ngudn mé trén internet (céc t6
chirc chinh pht va tv nhan).

2. Dai dién/lién hé "tai chd" & noi xuat x& nén dugc phong van.

3. Thao luan véi co quan thuec thi phap luat (quéc té/qudc gia), dia
phuong, tiéu bang, lién bang/qudc gia.

4. Hbi xem ho c6 thudc cac td chirc Thwong mai va An ninh khéng.

5. Chi dinh CTPAT SCSS.

1. S8 SVI/Tu cach thanh vién CTPAT
2. Tu cach thanh vién trong Chuong trinh Cong nhan Lan nhau

3. Yéu cau xem xét cac khao sat an ninh

4. Cac chuyén thdm co s& bdi dai dién céng ty d3 hoan thanh chua?
5. Cac chuyén tham co s& bdi nhan vién/dai ly & nudc ngoai da thuc
hién chua?

6. Xem xét bao cao kinh doanh ciia cong ty

7. Yéu ciu cac chirng nhan an ninh cda céng ty dap ng tiéu chi an
ninh t&i thiéu cda CTPAT

8. Hai xem cac danh gia an ninh chudi cung (rng bén thr ba da duoc
hoan thanh chua



Restricted

Nam budc danh gia rui ro

m_

Chuan bj ké hoach hanh
dong

5 Ghi nhan quy trinh danh
gia ruiro

Thiét 1ap mot k& hoach hanh dong khéc phuc dé
giai quyét cac khoang tréng hodc diém dé t6n
thwong duoc tim thay trong cdc chuong trinh an
ninh cda ddi tac kinh doanh.

M ta vé cach ti€p can, chinh sach va quy trinh cla
cbng ty trong viéc thyc hién danh gid rai ro an ninh
chudi cung rng quéc té.

1. Ghi nhan cac diém yéu

2. Xac dinh cac hanh dong khac phuc

3. Cung cép thai gian thuc hién va phan céng trach nhiém
4. Xac minh cac hanh dong da hoan thanh

1. Ghi nhan chinh sach cta cdng ty vé viéc thuc hién danh gia rui ro an ninh
chudi cung rng quoc té
2. Ghi nhan céc quy trinh dé thyc hién danh gia rdi ro an ninh chudi cung tng
quéc té
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Nam budc danh gia rui ro — Cac ddi tac kinh doanh la ai.

Pai tac kinh doanh cé thé |a bat ky bén nao cung cip dich vu dé dap irng mot nhu cau trong chudi cung
trng qudc té cla cong ty.

Poi tac kinh doanh truc tiép Paoi tac kinh doanh gian tiép

Cac nha van chuyén duoc
thué thau phu

Cac nha cung cap

0 ) e ™
Cac nha phan phoi Cac kho hang hop nhat &
\ ) nudc ngoai duoc sap xép
§ N b&i mot dai ly/nha cung
Cac nha thau 3 cap dich vu logistics )

Cac nha tu van cung
vOi nhirng nguoi khac

\§ J
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Cach lua chon va giam sat cac doi tac kinh doanh

Né&u cac ddi tac la thanh vién CTPAT hodc dugc chirng nhan

AEO (Chuong trinh Nha Kinh Té Bugc Uy Quyén clia My - AEO), Hoan thién chuong trinh tudn thi xd héi bao
hay thu thap chirng nhan tuong (rng va xac minh né trén trang Phan loai cac diém yéu dya trén mirc do rdi gom lao dong cudng btrc, lao dong tu nhan, lao
web clia co quan hai quan nwéc ngoai. Dong thdi, ti€p tuc gidm ro lién quan, thiét Iap cdc moc thoi gian khac dong theo hop dong khé' wdc hodc lao dong tré
sat tinh hop 1& cla cac chirng nhan. nhau va thu thap bang ching. em theo hop dong khé wac.

< . < . <

2. Thanh 4. Quy
vién CTPAT trinh hanh
hodc duorc dong kha
> = 3. Thuc S
1. Quy chirng nhan - phuc
trinh sang AEO thé:m 5. Cap nhat
N dinh ky
dinh can
thiét

6. Churong
trinh tuan
tha xa hoi

loc

| - | »
> L =

Sang loc céc déi tac kinh doanh méi va gidm Thuyc hién tham dinh can thiét dé dam Cap nhat cac danh gid an ninh cba déi tac kinh

sat cac d6i tac hién tai, bao gdm rira tién va tai bao cac déi tac dap (rng hodc vuot qua doanh hang ndm, hoc khi céc tinh huéng/rui ro yéu
trg khing b bang cach xac minh gidy phép cac Tiéu Chi An Ninh Toi Thiéu (MSC) cau. Cac chubi cung (rng c6 rti ro cao du kién s& cé
kinh doanh, kiém tra tham chiéu kinh doanh, cua CTPAT th6ng qua ban cam két tuan céc danh gia thudomng xuyén hon so v&i nhitng chudi
bao cdo tin dung. thu.

, cung &ng ¢ rui ro thap.
. Thuyec hién kiém toén tai g une P

ché/chuyén sau
*  Bangcauhdi
e Bancam két tuan tha.
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Cach lua chon va giam sat cac doi tac kinh doanh

Qua trinh sang loc d6i tac kinh doanh phai xem xét liéu dai tac co phai la
thanh vién ctia Customs-Trade Partnership Against Terrorism (CTPAT) hay la
thanh vién cia moét chuwong trinh Authorized Economic Operator (AEO) dugc
phé duyét va cd Mutual Recognition Arrangement (MRA) v&i Hoa Ky (hoac
moét MRA duwoc phé duyét). Mot ban sao chirng nhan AEO hodc Bdo cdo Kiém
toan SCAN la bang chirng chip nhan duoc dé dap ng cac yéu cau cla chuong
trinh d6i va&i cac doi tac kinh doanh.

Cdac thanh vién phai thu thap bang chirng vé chirng nhan va tiép tuc theo ddi
cac déi tac kinh doanh nay dé ddm bao ho duy tri chirng nhan cdia minh.

Hién tai, cac quoc gia cd MRA vdi Hoa Ky bao gobm: New Zealand, Canada,
Jordan, Japan, Han Quéc, Lién minh Chau Au (27 qudéc gia thanh vién), Dai
Loan, Israel, Mexico, Singapore, Cong Hoa Dominican, Peru, Vuwong Quéc Anh,
va An Po.
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BRANCH

SCAN SECURITY AUDIT (ONSITE)

Cach lua chon va giam sat g —

Location Information

N

cac doi tac kinh doanh

SCAN ID
Point of Contact Name

Paint of Contact Email

* Vidu vé Bio cdo kiém toan bao mit SCAN

Contact Name Phone Ema;

Location AGRI-FAB

Primary Location Yas

igned Audicor

Schedule Date

Audit Summary

Pre-CAPA

Aucit Sus

Risk Indmx
Dec 02, 2024 a 86% 0 ® Guarded

%
% N
3 n®
Meiencies T

3%

Cyber and Information Technology Security
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Cach lua chon va giam sat
cac dai tac kinh doanh

* Vidu 2 vé Chirng nhdn AEO
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Indian Customs

Authorised Economic Operator (AEO)
Programme

' Central Board Of L]
Indirect Taxes & Inda
Customs
AEO Certificate Details View

Company Name:  gqunai

Company Address T LA e B T

IEC Number
AEO Tier T1

Zone

Certificate Issue Date OmWaids,
Certificate Validaity Date Omess

Certificate Present
Validity Date

Certificate Present N
Valid

Validity Status

©2018 Central Board of Indirect Taxes & Customs, India
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Nam budc danh gia rui ro — Xép hang rui ro an ninh

MOi d6i tac chiu trach nhiém xay dung hé
thong danh gia xép hang rdi ro an ninh
téng thé dua trén mé hinh kinh doanh cua
minh. Muc tiéu la c6 mét két qua xép hang
dé xac dinh noi cdng ty clia ban nén tap
trung ngudn lyc nham gidm thiéu/ngin
chan rui ro.

Cac doanh nghiép c6 thé st dung nhiéu
phuwong phdp luan khic nhau dé danh gia
r0i ro trong chudi cung trng quéc té clia
minh. Hwéng dan Danh gia rdi ro nam
budc str dung cac xép hang rii ro don gian
sau day:

1. RUiro thap;
2. Ruiro trung binh;
3. RUiro cao.

Riskindex = possibility index * Consequence severity index

RIQIRE = nT e PEFR 5 > 5 ™ IR

| Score | Possibility Index 7 R4 3K

1 It's unlikely. It's a total accident
2 Very unlikely, you can imagine
3 Maybe, but not very often
4 Quite likely
5 It happens once a year or more
| soore | Consequence Severty Index S AP RS |
1 A slight risk, acceptable
General danger, need to be careful
3 Significant risk and need to be corrected

Highly dangerous, need immediate

rectification

It's too dangerous to continue

o

Risk index X[ 15 %1

15

12

1-4 4+ : Low priority, acceptable risk
154+ :  Medium priority, need to take control

16-25 %r:  High priority, need to have intensive control
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Tiéu chi SCAN cho danh gia rui ro
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CTPAT MSC vs. Tiéu chi SCAN

Cac ciu hoi kiém todn SCAN duwoc xay dwng dua trén cac yéu cdu dwgc néu trong Tiéu chi An ninh
T6i thiéu (MSC) cta Chwong trinh Dai tac Thuong mai Hai quan chéng Khiang bé (CTPAT).

SCAN, mot t6 chirc dua trén cac nha nhap khau tai My va Canada v&i muc tiéu chung 1a ho tro tuan
thu an ninh chudi cung &ng quéc té, nhiét tinh dng hd cac no luc ca Co quan Hai quan va Bao vé
Bién gidi Hoa Ky (CBP) trong viéc lam mai va cdp nhat Tiéu chi An ninh Téi thiéu MSC CTPAT.

Trong 10 ndm qua, SCAN d3 thuc hién hon 34.000 cudc kiém toan an ninh chudi cung *rng va cé mot
co s& dit liéu gbm 31.000 dia diém (mot dia diém cd thé cd nhiéu cudc kiEm todn hoan thanh). Cac
thanh vién cla SCAN d3 tham gia vao Uy ban Tu van vé Hoat déng Thuong mai (COAC), cung cap
ki€én va phan hoéi trong qua trinh soan thdo va xem xét cac tiéu chi MSC mdi.
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Tiéu chi SCAN vé danh gié rui ro

nm

Danh gia rii ro Co s& c6 thye hién danh gia  Danh gid rui ro 1a mot tai liéu viet nham nhan manh cac diém dé tén thuong

rQi ro dé xac dinh cac diém dé duworc xac dinh trong qud trinh danh gid hoat déng clia ban. Danh gia rti ro
tén thuong trong k& hoach can bao gébm, it nhat:
kinh doanh khéng? »  Tat ca cac diém dé tdn thuwong/rli ro cé thé gay can trd viéc hoan thanh

cong viéc kinh doanh dac thu tai co s& cu thé

«  Cac hanh dong phong ngtra dé giai quyét cac diém dé tén thuong/rii ro
d3 biét nham gidm thiéu va/hodc ngdn chin sw gian doan kinh doanh

*  Cac hanh dong khac phuc dé giai quyét ca cac diém dé tén thwong/rui
ro d3 biét va chua biét nham dwa hoat dong kinh doanh tré lai sau sy

gidn doan
8 Danh gia riiro Panh gidrdiroclhacosdcd  Chia sé danh gia rui ro vai cac doi tac kinh doanh, nha cung cap, va nha thau
duorc chia sé vdi cac doi tac la mét thuc hanh kinh doanh t6t d€ phdi hop thuc hién cac hanh dong khac
kinh doanh va nha thau phuc va 1ap ké hoach duy tri hoat déng kinh doanh. Danh gia rdi ro can bao
khéng? goém it nhat:

» Danh séach tt ca cdc nha cung cap va déi tac chinh

«  Cach cac nha cung cap/dadi tac nay bi anh hudng bdi cac diém dé tén
thuong/rdi ro ¢ thé xay ra

*  Vai tro cta cdc nha cung cip/dai tac trong cac hanh déng phong
nglra/khac phuc cla co s&

* Ngay danh gia rii ro sé hoac d3 dwgc chia sé
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Tiéu chi SCAN vé danh gié rui ro

nm

Danh gia riiro banh gla riiroclacosdcéd  Cac diém dé tén thwong lién quan dén nha thau 1a mot yéu t& can can nhac
bao gobm cac diém dé tén quan trong. Mot danh gid rdi ro nham xac dinh cac khu viee dé tén thuong
thuwong cu thé lién quan dén  dugc kiém soat bdi cdc nha cung cip dich vu hop déng 13 can thiét.
cac nha cung cap dich vu hop
déng nhw nha thau, nhan
vién thoi vuy,... khong?

10 Danh gia riiro Panh gidriiroctacosdcd  SCAN ky vong sé thuc hién quy trinh xem xét va cap nhat danh gia rui ro it
duoc cip nhat dinh ky nhat m&i ndm mot [an. Panh gia rdi ro can bao gdm it nhat:
khong? * Tan suat xem xét/cap nhat

* Théng tin can duwoc xem xét/cap nhét
»  Cach cap nhat sé duoc truyén dat tdi cadc nha cung cap/déi tac chinh va
nha cung cap dich vu hop déng (néu ap dung)
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Tiéu chi SCAN vé danh gia rui ro

Danh gia riiro Xac dinh quy trinh qudn ly di  Ban d6 quy trinh hang héa duwoc Quy trinh quan ly di chuyén hang héa bao
chuyén hang héa claco sd.  1ap thanh vin ban gdém: tén va thong tin lién lac cha cdc nha
(Chon tat ca cic phuong &n cung cap, cac tuyén duwdng ma hang hoa
phu hop) Ban d6 quy trinh hang héa gom di chuyén, thoi gian va khodng cach van
thoi gian van chuyén tir diém xudt  chuyén, cung tat ca cdc diém cé thé tam
Chi chon "Khéng ap dung phat dén bai container cudi cung dirng hang hoéa.
(NA)" néu viéc di chuyén
hang hda khéng dwgccosé  Ban d6 quy trinh hang hda gbm céc
quan ly hodc ho tro. dia diém hang héa cé thé tam
dirng

Khéng cé ban d6 quy trinh hang
hdéa duoc lap thanh van ban
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Tiéu chi SCAN vé danh gia rui ro

Danh gia riiro Xac dinh k& hoach (rng phd K& hoach &rng pho khing hoang Trong ké hoach &rng phé khing hoang cua

khing hoang cuta co so. duwoc lap thanh van ban ban, cadn bao gdbm nhirng théng tin sau:

(Chon tat ca cic phuong &n * Xac dinh cac loai khiing hoang

phu hop) K& hoach &rng pho khing hoang * Théng tin vé cich co s& phan ng vdi
bao gém viéc bdo cdo cic van dé tirng loai khing hodng
lién quan dén khing hodng chocdc * Cach co s& truyén dat théng tin vé
déi tac kinh doanh khi can thiét khiing hoang t&i cac déi tac kinh

doanh bi anh hudng

K& hoach &ng pho khing hoang * Théng tin vé cic dia diém thay thé sé
bao gdbm céc dia diém thay thé néu duoc st dung néu co s& khong thé
co s& khdng thé sir dung duoc st dung duoc do khidng hoang

Khéng cé ké hoach &rng phd khiing
hoang duwoc 1ap thanh van ban
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Vi du cua mot bao cao Panh gia rui ro




Vi du — Dong chay hang hoa
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Step 1 (Sample) Map Cargo Flow, Identify Partners and Processes

MNotes: Ensure partners map out all variations of a supply chain: for example, Full Container Load (FCL) vs. Less
than Container Load (LCL); from one factory to various ports of export; from one factory using different modes of
transportation (air vs. sea); Any other potential variations that would alter the movement of cargo or the individuals
involved in the process.
Always remember: "freight at rest is freight at risk.”

Sub-contracting increases risk within a supply chain, particularly where security requirements have not
been conveyed or verified. Items below in “red” font and an *, indicate a potentially high risk situation.

for Export

Business Role/Process | Cargo movement, | Known details Days | Trans- if handles
partner if applicable about provider cargo | port cargo, who
"at mode selects the
rest" provider?
this
stage
XYZ Production, Point of Departure Location: City 123, |0 NA NA
Manufacturer Packing, Country
Document Origin; Years doing
Preparation business with -
22; family owned
and operated
Export Broker/ | Prepares N/A Unknown * NA NA NA
FF Documentation
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terminal

Business Role/Process | Cargo movement, |Known details Days |Trans- If handles
partner if applicable about provider cargo | port cargo, who
"at mode selects the
rest” provider?
this
stage
Inland Picks up cargo 0 Truck Factory
Transportation | from factory and
consolidator EFG
Unloading, Unloads cargo from 2 NA Factory
Storage, Load- |inland truck carrier,
ing stores LCL, loads
with other
customers' cargo
Inland Transpor- | Picks up cargo from 0 Truck Consolidator’s
tation consolidator and contracted
transports to Port of carrier*
Export
Storage Receives offloaded 10* NA* Sea Carrier
container at country
of transshipment
Transportation | Transports cargo Location: City, 10 Vessel Consolidator
from country of New Country;
transshipment unknown
Storage Unloads cargo from | Location: City 42, |1 NA U.S. Consolidator
sea carrier's vessel | USA ; MTSA/ISPS
and stores until compliant
domestic
transport picks up
Transportation | Picks up cargo from | Unknown* 0 Truck U.S. Consolidator
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Diém nghi déu

tién - Tram
xang ABD
Nha may e Thoi gian di
e Thoi gian tdi t6i chuxén téi da Bén‘nhén
da 60 phut 2 gio hang
o III iﬂ

Kho cia nha cung Cong kiém tra an ninh

cép dich vu vén tai ABF

tai ABC e T6i da 3.5 gic khéng

e Thoi gian di nghi

chuyén téi da 40
phut
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Counter-terrorist Security Five Step Risk Assessment and
Countermeasures
Date: Feb/02/2024

Risk Level: High (16-25) / Midium (5-15) / Low (1-4)

Consequ
. . ; - Likelihoo| ence Risk Risk . ) . Responsible
Iltem# | Risk Catego Risk Description Consequence ) Preventative and Corrective action
gory P q d Index_| Severitv Index Level department
Plant and equipment damage, . ; "
orsonal in'?J presultin ing Formulate the "Natural Disaster Emergency Plan
; __ |Fire, flood, earthquake, p ) Jury. _g ) and "Post-Disaster Reconstruction Plan”, conduct |
1 Disaster Crisis . interruption of production 4 5 20 High } Shipping
typhoon, mudslide, etc. o ) . regular drills on the emergency plan and
activities and financial losses of .
summarize
the company
Security Vision |No anti-terrorist securi ) ) ) ) ) L
v - o k¢ Does not comply with C-TPAT Formulate anti-terrorist security policy objectives N
i and vision and responsibility o - 2 2 4 Low - ) Shipping
I ) MSC minimum safety guidelines and responsibility commitments
Responsibilities |commitment
Risk ) Does not meet risk assessment Develop risk assessment procedures and conduct| . . .
3 no risk assessment ) 2 2 4 Low } Shipping
Assessment requirements risk assessments
) ) ) ) ) ) ) The audit of new suppliers includes the audit of
Business No anti-terrorism Suppliers fail to comply with anti- } ) ] Pp ) o
4 . N ; ) ) 3 3 9 Medium |the anti-terrorism system, and the suppliers are | Shipping
Partner investigations of suppliers  |terrorism requirements

audited regularly and irregularly




Vi du - Banh gia rui ro

Restricted

Threat Vulnerability | Geographic | Risk Mitigation methods | Source of Action plan
import Rating information/EOI | item
region

Attempting to | Customers Country A Medium | Procedures for Client screening | (if you

enter terrorist Screening Business protocols don’'t do

or terrorist New Country B Partners something

weapons Customers Security from the

into the U.S. (new Country C CTPAT/MRA member* questionnaire mitigation
business) High methods,

Contraband Outreach to customers | Onsite audit example for

Smuggling Personal to join the CTPAT protocols an action

(such as Shipments/ program* item)

weapons, onetime Client outreach

drugs, cash, or | shipments High Request cargo security | materials

IPR) measures

Human Provide training

Smuggling materials/outreach for

threat awareness
Compliance audits of
contractors

Contamination | Produce Country A Low Send educational Client outreach

of Food Imports materials to clients for | materials

Supply— threat awareness and

bioterrorism Seafood methods of prevention

Imports
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Xin chan thanh cam ¢n

Néu c6 bat ky cau hdi nao, vui Idng lién hé qua SCAN@scrisksolutions.com.



mailto:SCAN@scrisksolutions.com
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